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Technology is ever-changing. The following are some data collection and privacy concerns that you may want to consider. 

Internet privacy is a vast topic, and the risks evolve as technology advances. The key is to be proactive rather than reactive, 
ensuring that both you and your child are educated and prepared to navigate the online world safely. 

When it comes to media companies like Google, Facebook, and WhatsApp, data collection is a core part of their business 
models. These companies offer free services but generate revenue through advertising, which is made more effective by 
the vast amounts of data collected on users. Understanding how these companies operate can be vital for safeguarding your 
privacy. Here are some key points to consider: 

DATA COLLECTION PRACTICES 

• Types of Data Collected: These companies collect various types of data, including but not limited to search queries, 
location data, device information, and even the text of emails or messages in some cases. 

• Method of Collection: Data can be collected directly from what you provide (e.g., profile information, posts), 
automatically from your device (e.g., location), and through third-party websites and apps that use their advertising and 
analytics services. 

• User Profiling: Collected data is used to create user profiles that can predict behavior and preferences, which are then 
used for targeted advertising. 

PRIVACY POLICIES 

• Read Carefully: The company’s privacy policies detail what data is collected and how it is used. However, they are 
often long and complex. 

• Changes: Companies update privacy policies frequently, often with little notice. It’s important to keep up-to-date and 
review them periodically. 

USER CONTROLS 

• Settings: These platforms often provide settings that allow you to control what data is collected and how it is used. 
However, these settings can be difficult to find and may not provide complete control. 

• Opt-Out: You can usually opt-out of targeted advertising, but this does not stop data collection. It merely prevents data 
from being used for personalized ads. 

DATA SHARING 

• Third Parties: Your data can be shared with or sold to third parties for various purposes, including advertising, 
research, and even law enforcement requests. 

• Affiliated: Companies like Facebook, which owns WhatsApp and Instagram, may share data across their different 
platforms. 
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LEGAL PROTECTIONS 

• Regulations: Different countries have different laws regulating data collection and usage. For example, the European 
Union’s General Data Protection Regulation (GDPR) provides certain protections for EU residents. 

• User Agreements: Using the services often means you agree to their data collection practices, limiting legal recourse. 

CHILDREN AND DATA COLLECTION 

• Age Limits: Many of these services have age requirements (usually 13 years and older in the U.S.) partly due to laws 
like COPPA, which restricts the types of data that can be collected from children. 

• Parental Consent: Some services offer family settings that require parental consent for children to use them. 

SECURITY MEASURES 

• Encryption: Companies like WhatsApp use end-to-end encryption for messages, which means only the sender and 
receiver can read them. However, metadata like the time messages are sent and received is still collected. 

• Data Breaches: Even big companies are vulnerable to data breaches, so it’s wise to use unique passwords and enable 
two-factor authentication when available. 

Understanding how these companies operate and being proactive about privacy settings can help you maintain control over 
your personal data to some extent. However, it’s essential to be aware that using these services inherently involves some level 
of data sharing. 

ISP DATA COLLECTION 

As of September 2021, Internet Service Providers (ISPs) have the technical capability to collect data on your internet usage. 
This can include: 

• Websites Visited: They can see which websites you are accessing but typically cannot see the specific pages if the 
websites are encrypted (https). 

• Time Spent: ISPs can see when you’re active and for how long, as well as the amount of data transferred between your 
device and the internet. 

• Unencrypted Traffic: If you visit a website that doesn’t use encryption (http), they could potentially view the content 
you’re looking at. 

• IP Addresses: ISPs can see the IP addresses of the devices you are communicating with over the internet. 

• Real-Time Location: ISPs know the location of your router, which provides a reasonably accurate picture of your 
geographical location. 
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DATA COLLECTION AND PRIVACY CONCERNS: 

• Legal Limitations: Laws and regulations determine how ISPs can use and share your data. For instance, in the United 
States, ISPs are regulated by the Federal Communications Commission (FCC), although critics argue that the FCC’s 
regulations are not stringent enough in protecting user privacy. 

• Opting Out: Some ISPs allow you to opt out of certain types of data collection or sharing for advertising purposes, but 
this is often buried in user agreements or account settings. 

• Third-Party Sharing: ISPs can potentially sell anonymized data to third parties for various uses, including advertising 
and market research. 

WAYS TO PROTECT YOUR PRIVACY: 

• VPN: Using a Virtual Private Network (VPN) can encrypt your traffic, making it more difficult for ISPs to monitor your 
activity. However, this shifts trust to the VPN provider, which could also potentially monitor your traffic. 

• HTTPS: Using websites that encrypt data (indicated by “https://” in the URL) makes it more difficult for ISPs to see the 
specifics of what you’re doing on that site. 

• Incognito/Private Browsing: This only prevents your browsing history from being stored on your computer; it 
doesn’t prevent ISPs from seeing where you’re going on the internet. 

• DNS-over-HTTPS (DoH) or DNS-over-TLS (DoT): These are newer technologies that encrypt DNS queries, 
making it harder for ISPs to see which websites you’re visiting. 

• Legislation: Stay informed about laws and regulations in your jurisdiction that affect ISPs and data collection. Some 
regions, like the European Union, have stricter regulations that provide better privacy protections. 

So, while ISPs do have the technical ability to collect data on your internet usage, there are tools and strategies you can 
employ to safeguard your privacy to some extent. Keep in mind that legal conditions can change, so it’s important to stay 
updated on how privacy laws affect ISP data collection in your area. 


